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Axanutuka Netstream

Bupeo-anarHoctuyeckas cuctema Vigilant NetStream Analytics,
npefHasHayeHHas Ans «rnovcka Urofku B CTOry BUAEO-CeHay, UCNonb3yeT
N30LLPEHHbIE anropuTMbl 06paboTku n3obpaxeHnin ANs NpeBpaLleHns
BMAEOCUrHana B AENCTBEHHYIO nHdopmaumo. Cuctema obHapyxumBeaer,
KnaccuuumpyeT 1 OTCINEXUBAET BUAEOKOHTEHT, FEHEPUPYET B peanbHOM
BPEMEHU TPEBOXHYIO CUrHanNM3aLumio 1 BbINOSHSET aBTOMATUYECKUIA aHanun3
no 3apaHee onpefeneHHbIM NpaBunamM 1 cueHapusiM, 4To cnocobcTByeT
onTUMK3aLMK npoLecca NPUHATUS PeLLEHUA NEPCOHaNoM CrnyX6bl
6esonacHocTu.

Aapom cucTembl ABNSETCH yCOBEPLUEHCTBOBAHHBIN NPOLIECCOp
oTcnexvBaHns 06beKTOB, KOTOPbLIN HEMPEPBLIBHO CEANT 3a ABUXYLLMMUCS
1 CTaLMOHapHbIMK LensMu. XapakTepHoi 0cobeHHOCTLI0 npoLieccopa
OTCNEXMBAHNA ABNAETCH €ro HM3Kas YyBCTBUTENbHOCTb K BHELLIHWM
nomexam, TakuM Kak MEeHSIIoLLAsca OCBELLEHHOCTb, ABMXEHNE NINCTBbI,
psibb Ha Bope.

Cuctema NetStream Analytics BkntoyaeT B cebst Habop AnarHOCTUYECKMX
NPOAYKTOB C MHTYUTUBHO NOHSITHOWM HacTpoWKkow Yepe3 Beb6-nHTepdeiic,
NO3BOMNSAOLLMIA BLICTPO 1 NErko onpeaenuTe Npasuna, no KOTopbIM B
peanbHOM BpeMEHM BKMIOYaETCA TpeBOXHasA curHanusaums. K atum
npoaykTam OTHOCATCS:

NetStream Intrusion Analytics (NetStream-aHanuTnka BTOp>XeHUN),
KOTOpas HenpepbIBHO CNeauT 3a ABUXYLUMMUCS U CTauMOHapHbLIMN
obbekTamm 1 reHepupyeT B pearibHOM BPeMeHW CUrHansl,
yKasblBaloLLMe Ha NpUCyTCTBME 0ObeKTa B psfe NepeKpbIBaloLLMXCS 30H
obBHapyxeHusi.

NetStream Surveillance Analytics (NetStream-aHanutuka HabniogeHust),
NonHoyHKLUMOHAaNbHasa cuctemMa aHanmaa, Kotopasi HenpepbiBHO
OTCMEXMBAET U KNnaccmuumpyeT ABUXKYLLMECS U CTaLMOHapHble

uenu. 3TOT NOMHbIA aHaNMTUYECKUIA NAakeT COCTOUT U3 psaa

hMNETPOB, OTCNEXMBAIOLLMX BXOA, BbIXOZ, MOSIBIEHUE, MCHE3HOBEHME,
OCTaHOBMBLLNECS 0OBEKTbI, OrpaHNYeHNst HanPaBNeHHOCTK, KONMYeCcTBO
06bekToB, NpasgHolaTaHue. Bee unbTpel nogaepxmealoTcs Ha
noboM CoYeTaHMN MHOXECTBA NEPEKPbIBAOLLMXCS 30H OBHapyXeHus.

NetStream-ananuTtrka BTop>XeHns peanuaoBaHa BO BCeM cemelncTse |P-
kamep (cepusi 7000) n wudpatopos (cepusa 2900) Vigilant.



NetStream Analytics

BupeoobHapyxeHune OBMKEHNS NPY MOMOLLM PasnnyHbIX
DUNBETPOB MOXET ObITb MOXET ObITh MCMOMB30BAHO AMs BKIHOYEHUS
npeaynpeauTenbHON cUrHanusaumum nNpu nepecevyeHn HEKOTOpon
TIMHUW NN NEPUMETPA OXPaHSAEMOW 30HbI. [1na aTux 06beKToB
MOTYT MPUMEHSTLCSA Pa3NNYHble PUILTPLI:

* HanpaBneHHoro aABuxeHus

* Bxoga v Bbixoga

* [NosiBNeHust n nc4esHoBeHUs

OGHapyeH/e TMOoMbITKM B3floMa KaMepbl MOXET WCMOonb30BaThCs
ONs pearupoBaHWsi Ha CUTyauuu, B KOTOPLIX 3aTEMHSETCS rore
3peHVst kamepbl. JTa yHKUMS MO3BOMSET pacno3HaTb NepekpbiTue
Kamepbl MakeTom, npegHamepeHHoe pacdoKyCrpoBaH1e MNWH3bI Ui
06pbI3ruBaHne 06bEeKTUBA KPaCKOWA.

Crabunusauma  BuaeousobpaxeHus — MOLYHOe peLleHue,
nosgonswllee crabunuanposatb BUAEOBbIXOA 060N  Kamepbl.
Kamepbl Hapy»XHOro HabnoaeHWsi 4acTo WUCMbITbIBAKT ApoXaHue
unv Bubpaumio oT BeTpa M ApYrux NorodHblX Bo3gencTBui. MpogykTt
aHanusupyeT BXOOHOW BWAEOCUrHan, WCKMYaeT [poxaHue u
BbIBOAUT CTabUNM3NPOBaHHbIN BUAEOMOTOK. YEeTKOCTb U CTabunbHOCTb
BUAEOCUrHamna CHUXKaeT ycTanocTb Npu NpocMoTpe.

NHpopmaums ansa 3akasa

Mogenb Onwucaxue

rd =
OBGHapy»eHwe npasgHoLuaTaHns — oBHapyXeHWe NiL, CIIOHSIIOLLIMXCS
B OfpedeneHHoi 30He B TeYeHWe BpPEeMEeHW, OrnpeaensiemMoro
nonb3oBatenieM. JTOT  [ETEKTOP MOXET MCMOMb30BaTbCH  Ha
aBTOMOOUIbHBIX CTOSIHKaX, B kKammycax WM cranbHbIX koprnycax. OTa
(hyHKLMSI MOBLILLIAET FOTOBHOCTL OMEpaTopa K NoTEHLManbHoN yrpose,

MO3BOSIAS EMY MIHOBEHHO OLEHWUTb CUTYaLMIO W MPUHATL pelleHne o
HeoBX0AMMBIX AENCTBUAX..

OGHapyxeHue OpOLUEHHbIX MNPEAMETOB CIYXUT Ans BKMHOYEHUS
TPEBOXHOW CMrHanNu3aLuumn npy obHapyxeHn oGbEKTOB, OCTaOLLMXCS
B OXpPaHsIEMOM 30HE B TEYEHME BPEMEHW, MPEBbILLIALLENO HEKOTOPbIN
MUHUMYM. 3Ta (yHKUMS MOXKET UCMONb30BaTbCsl BO  MHOMMX
MPUIIOXKEHNSIX, OPUEHTUPOBAHHBIX Ha paboTy B ropope, TakuMx Kak
obHapy»eHve nofo3puTenbHoro Garaxa, HenpaBuIbHOWM NapKOBKK 1
faxe aBTOMOGMIEN, OCTaHOBMBLLMXCS HA CKOPOCTHOM LLIOCCE.

MoLLHBI NpoLieccop OTCNEXNBaHNSA 3-MepHbIX OObEKTOB OTNINYaETCH
BbICOKOW YyBCTBUTENBHOCTBIO M OAHOBPEMEHHO YCTOWYMBOCTBIO MO
OTHOLLIEHWIO K NOXHBIM TpeBoram, 0byCcroBneHHbIM MEHSIOLLIMMUCS
BHELLHVUMU YCMOBUAMM, Hanpumep, OCBELLEHNEM, AOXKAEM,
ABVDKEHVWEM NUCTBbI UMW ApoXaHMeM kaMepbl Noj AeVicTBrEM BETPa.
Pasnuyaet pasHoobpasHbie 06bEKTbI, ABMXKYLLMECS B NONe 3peHns
Kamepbl, rae MoryT 6biTb YCTaHOBMEHbI MHOTOYUCIIEHHbIE AETEKTOPSI,
1 Npu 0BHapyXeHnn Nofo3puTeNbHbIX 0OBEKTOB BKIOYaET
TPEBOXHYIO CUrHaNM3aumio.

710-00001

BeccpouHas nuueHsusa Ha npopykT NetStream Surveillance Analytics — npuobpeTtaeTtcs ogHOKpaTHO.
Mo3sBonsieT kanMbpoBaTb kKamepy s NOBbILIEHNS TOYHOCTH.

DyHKUMKN HabnoaeHNs: UNBTP HaNPaBNEeHNS; BXOA/BBIXOA, U3 30HbI; NOSIBIIEHWE/MCYE3HOBEHME U3 30HbI; OCTaHOBMBLUNECS
aBTOMOOUNW/GpOoLLEHHbIN Barax; npasgHoLlaTaHue; NpeBbILLEHNE CKOPOCTU; NoACYET noaen/aBTomobunen
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